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– It’s the Beginning of the End 
for 2G and 3G Networks

In some countries, it’s already happened. The trend for sunsetting mobile networks  
began in 2016 when US-based AT&T shut down its 2G network. Since then, many other 
major global carriers have shut down 2G and 3G networks or announced plans to do so. 
Almost all 2G and 3G networks will be shut down in Europe, the US and Canada over  
the next three to five years. 

If your IoT devices currently rely on 2G or 3G for connectivity, you need to plan  
for what to do next.

What’s your sunsetting situation? 
You may need to act urgently if you’re to keep your devices connected – or face  
the consequences of disappointed customers and the financial liabilities of broken  
service agreements. Or you may have the luxury of a few years to plan a new strategy  
and migration path. Whether you’re migrating devices or planning your first IoT 
deployment, you’ll want to find solutions that stand the test of time and avoid future 
sunsetting nightmares!

Meeting the demands of IoT in today’s digital economy – including the sunset dates  
of the network operators – is a challenge. But the sooner you start, the better the 
opportunities to make the right choices for your business. 

In this guide we cover what sunsetting is, why it’s happening and when. We outline 
alternative network options, the advances in the IoT space that could enhance your  
IoT projects, and the steps to create a migration plan that safeguards and futureproofs  
your device estate.
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Sunsetting a mobile network means that the operator shuts off the cellular infrastructure 
required to operate communication devices on that network. The devices can no longer 
connect and may be obsolescent unless they have a RAT (Radio Access Technology)  
that’s capable of connecting to another type of network, such as 4G. 

Mobile network operators (MNOs) decide to sunset services for a number of reasons.  
The predominant reason today is the growing need to use 4G and 5G as the only way  
meet the ever-increasing demand for mobile broadband and data intensive applications. 
To make way for more spectrally efficient technologies, legacy network technologies  
must be rationalised. 

Re-deploying spectrum occupied by older technologies for more cost-effective  
and efficient technologies meets several objectives: 

• Reducing operational costs
• Satisfying consumer demands
• Meeting governmental expectations for operators to move ahead with innovative 

mobile technologies

The What, Why and When  
of Sunsetting



Before deciding to sunset a network, operators consider factors 
such as the potential economic and societal impacts, regulatory 
obligations, and service migration challenges. At the same time, 
they’re driven by the competitive advantages of being early to 
market with new technologies. Maintaining legacy technologies  
for the sake of IoT deployments just doesn’t offer the same 
revenue-earning opportunities.

When a network has a planned sunset date, some operators 
enforce deadlines on activating new devices on that network  
well before they shut it down completely. So, if you’re planning  
to expand a deployment on a 2G or 3G network, you may need to 
find an alternative solution for new devices earlier than expected.

Keep up to date with the operators’ sunsetting schedules  
– we publish updates regularly 
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https://www.eseye.com/network-status-updates-2020-2021/
https://www.eseye.com/network-status-updates-2020-2021/
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For many businesses, a 2G or 3G network provides a secure, reliable,  
and cost-effective connectivity solution for their IoT deployments.  
If you’re happy with your current network, you might wonder about  
switching to an operator that isn’t planning to sunset the service yet. 

Switching operators, however, incurs administration and re-training costs. 
You may also find that operators increase telecom charges as competition 
dwindles in the 2G and 3G markets. And it’s only putting off the inevitable  
as the time will come when migration can’t be avoided. 

There are a number of other cellular network options available for IoT. The best 
choice depends on your business case requirements. The high bandwidth  
and performance offered by 4G and 5G are ideal if your devices need to 
transfer large amounts of data or latency is critical – and power usage isn’t  
an issue. But many IoT deployments have battery-powered devices that need 
coverage over a wide area and send small amounts of data infrequently.

Low Power Wide Area (LPWA) networks 
NB-IoT and LTE-M are cellular Low Power Wide Area (LPWA) networks that 
have been designed specifically for low power IoT devices.

Specified by the 3GPP in releases 13 to 15, these networks are supported by 
major mobile equipment, chipset, and module manufacturers. The networks 
are now grouped under the umbrella term 5G massive Machine-Type 
Communications (5G mMTC). They benefit from the security, privacy,  
reliability, scalability, and regulatory oversight of licensed cellular networks. 

Although part of the 5G family, the networks are designed to support  
simple, low-cost devices with low data throughput, rather than high 
bandwidth and low latency connections. Battery lifetimes of 10 years  
or more are possible using eDRX (Discontinuous Reception) and PSM  
(Power Saving Mode) features.

2G or 3G was Ideal for your IoT 
deployment – So Now What?
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NB-IoT is best suited to devices that are stationary or have limited mobility, have low data 
throughputs and are tolerant of delays. It can support huge volumes of connections and  
has extended coverage, making it suitable for devices that are underground or in remote  
or inaccessible locations.

LTE-M supports roaming, higher data rates and lower latency requirements, making it better 
suited to more mobile or mission-critical IoT applications.

The pros and cons of the LPWA networks  
By 2030, it’s estimated there will be 4 billion LPWA connections (up from 220 million in 2019), 
almost two-thirds of which will be 5G mMTC.1 The remaining third will use technologies such 
as LoRa and Sigfox that operate in non-licenced spectrum.

However, there’s some way to go before the 5G mMTC numbers are reached. Currently 
there’s a patchwork of offerings as operators roll out their NB-IoT and LTE-M networks. 
Initially LTE-M was deployed more extensively in the US, Canada, and Australia, while NB-IoT 
was more prevalent in China and Europe. Gradually, deployments and roaming agreements 
are increasing around the world, though it’ll be some time before there is global ubiquitous 
connectivity for either of these options.

As the LPWA networks are specifically designed for IoT devices, they offer more useful 
features and functionality for IoT than the networks they replace. And as they are part of the 
5G family, there’s no danger of any sunsetting threats in the foreseeable future! Although 
availability can be patchy today, there are solutions if your chosen network isn’t currently 
offered everywhere you need it. Working with an experienced IoT connectivity partner  
can help you navigate this shifting landscape and provide advice on the best way forward.

1. https://transformainsights.com/news/low-power-wide-area-lpwa-iot-connections-4-billion-2030

https://transformainsights.com/news/low-power-wide-area-lpwa-iot-connections-4-billion-2030
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If your devices currently only support 2G or 3G, you’ll need to assess what your options 
are. It’s not necessarily as simple as replacing your modem with an LTE-enabled modem – 
different networks connect and operate in different ways.

But if you have to update your IoT devices to use another Radio Access Technology (RAT), 
this can be an ideal time to take stock and evaluate your whole deployment and business 
case. You may be able to take advantage of some of the developments in the IoT space 
that weren’t available when you started. These can help you improve your IoT devices – 
and may open up opportunities to address new use cases and applications in exciting 
and innovative ways.

Opportunities for Improvement 
and Competitive Advantage

We look at opportunities 
that could provide  
a positive side to the 
sunsetting challenge.
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IoT protocols 
A number of protocols are specifically suited to IoT deployments. These include:

MQTT  
MQTT (Message Queue Telemetry Transport) is a lightweight, flexible network protocol that 
can be used for a wide range of IoT use cases and applications. It works well on constrained 
devices and with limited bandwidths, making it ideal for many IoT deployments. 

Built on top of the TCP/IP stack, MQTT has become the standard for IoT communications.  
It can also run on the secure SSL/TLS protocol, ensuring that all data communication 
between devices is encrypted and secure. 

MQTT is one of the protocols that can be used with the AWS IoT Core service.

CoAP  
CoAP (Constrained Application Protocol) is a specialised web transfer protocol that,  
like MQTT, can be used with constrained devices. It’s designed to enable simple devices  
to connect to the internet, even if the network has low bandwidth and availability.

DTLS 
DTLS (Datagram Transport Layer Security) is a communications protocol based on TLS that 
is specifically designed to protect data privacy and prevent eavesdropping and tampering.
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Modem design 
Modern modems offer significant benefits for IoT device designers and developers:

• In-built support for SSL/TLS stacks and IoT protocols make it easier to develop  
secure IoT applications.

• Some modems can automatically connect devices to cloud services, without  
any manual intervention required, making connections faster and more secure.

• With LPWA technology, modems can run with a lower power profile. This enables 
simpler power supply device design, as modems don’t generate spikes by kicking  
into high power mode.

• Compliance with GSMA standards presents opportunities for improved performance.  
For example, the eUICC standard enables devices to be switched from one network  
to another. Connectivity providers with multiple interconnects can use this to ensure  
that devices are always connected and that issues such as permanent roaming 
restrictions are mitigated. 

Hardware advances 
The cost of silicon is falling while the functionality and power of chips and embedded 
systems is growing fast. For example, embedded systems with powerful processor  
and neural network accelerator capabilities enable devices to run AI at the edge.

This opens the possibility of designing devices that support new, innovative applications  
and use cases.

The cost of silicon is falling while the 
functionality and power of chips and 
embedded systems is growing fast.
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Data for diagnostics 
The cost of sending mobile data has 
fallen significantly over the past few years. 
Previously, device designers might have 
restricted data transfer to the minimum 
(for example, only sending sensor data that 
breached threshold values). Nowadays, 
sending more data to use for management 
and monitoring doesn’t incur significant 
cost. For example, sending all sensor data 
rather than just exceptions can help you 
understand how your devices are operating 
on an on-going basis and quickly detect 
issues such as missing or faulty devices, and 
even prevent costly maintenance routines.

Maximising data value 
The high bandwidth and low latency 
provided by 4G and 5G technologies 
create opportunities for new IOT business 
models. Two-way data, real-time responses, 
streamed video and graphics for  
displays enable innovative use cases  
and applications in a variety of sectors, 
including transport, healthcare, retail  
and many others.

The next generation of classic IoT devices 
will be more interactive, personalised 
and responsive. And a new set of devices 
using sensor fusion to combine data from 
multiple sensors, fast cellular connectivity to 
the Cloud, and advanced AI techniques will 
offer the potential for even more innovative 
and ground-breaking applications.

Cloud IoT services 
Cloud services for IoT, such as those 
provided by AWS and Azure, offer scalable, 
reliable, and secure platforms to manage 
your IoT deployments. You can use their 
data and analytics services to filter, process 
and visualise your data. These offerings 
create enormous opportunities to scale  
up and maximise the potential of your  
IoT projects.

To use cloud IoT services, you need to  
use a secure IoT protocol, such as MQTT.

Using your diagnostic data in 
combination with monitoring data from 
your connectivity provider can create 
a comprehensive picture of the health 
and performance of your IoT estate.
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Strategy and plan 
Migrating an estate of thousands of devices from a 2G or 3G legacy network to a different 
type of network requires time and careful planning. For example, actions can include:

• Reviewing your current deployment and business case

•  Identifying any current performance or connectivity  
issues that you can address as part of the migration

•  Deciding whether to take advantage of new IoT  
developments to enhance your strategy or direction,  
developing a new business case if necessary

•  Identifying the right technologies  
and device design

•  Planning the migration

•  Procuring, certifying, and deploying  
new or updated devices

Moving Forward
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Partner with experts 
IoT connectivity is a complex and ever-changing landscape. Eseye can take the pain  
and uncertainty out of your connectivity decisions, freeing you up to focus on business 
decisions and strategies.

Our AnyNet Connectivity Solution offers a number of unique benefits.

eUICC-compliant, multi-IMSI AnyNet+ SIM 
The AnyNet+ SIM provides access to over 700 networks with one SIM. We pre-load  
multiple bootstrap IMSIs onto each SIM to ensure every device can connect out-of-the-box. 
Our multi-IMSI capability means that you only need one SKU, no matter where your devices 
will be deployed.

With our AnyNet Connectivity Management Platform, we can monitor and manage IoT 
estates, ensuring that every device maintains near 100% connectivity. We can download new 
IMSIs to maintain connectivity or handle issues such as restrictions on permanent roaming. 

Our global connectivity solution is integrated with AWS IoT Core. Customers can securely 
deploy and activate IoT devices over-the-air and ingest data from these devices into  
AWS for processing. Integration with the Thales (Gemalto) Cinterion Terminal provides  
our Intelligent Cloud Connect solution, which offers zero-touch IoT security certification  
and simplified lifecycle device management.

https://www.eseye.com/technology/anynet-sim/
https://www.eseye.com/technology/multi-imsi-technology/
https://www.eseye.com/technology/anynet-connectivity/
https://www.eseye.com/aws/
https://www.eseye.com/technology/intelligent-cloud-connect/


14   Your IoT Guide to 2G and 3G Network Shutdowns  •  ©2021 Eseye Limited

Network compatibility 
The AnyNet+ SIM is compatible with 2G, 3G, 4G, 5G, NB-IoT and LTE-M 
networks. It delivers maximised cellular coverage across GSM and LTE 
networks, reinforced by our extensive global MNO interconnects.

If your devices are enabled to work with different network technologies, 
AnyNet provides a futureproofed solution, ensuring that the devices can 
always connect.

Extensive experience 
With over 15 years of experience delivering IoT cellular connectivity,  
we have a wealth of experience and lessons learned from other IoT 
businesses in a whole range of technologies, geographies, and applications.

We can provide up-to-date information on legislation and commercial 
regulations (for example, permanent roaming restrictions, device 
certification requirements for different network operators, and laws, such 
as GDPR, that govern protection and privacy for data in transit and storage). 

No two IoT deployments are the same. We offer solutions and best 
practices that meet your requirements and your situation. For example, 
we can explore how to keep your legacy devices connected to 2G or 3G 
networks while new devices come online or find ways to improve the 
connectivity performance of your devices before you start your migration.

Our unique combination of 
offerings delivers a robust, high 
performing and futureproofed IoT 
connectivity solution for businesses. 

Contact us if you’d like to 
discuss your transition plan for 
managing a 2G or 3G sunset.

https://www.eseye.com/technology/anynet-sim/
https://www.eseye.com/contact/


15   Your IoT Guide to 2G and 3G Network Shutdowns  •  ©2021 Eseye Limited

To talk to Eseye about 2G and 3G network  
shutdowns and your transition plan, please

@eseyem2m 
Eseye

eseyeM2M 
www.eseye.com

No Limits.

https://www.eseye.com/contact/
https://twitter.com/eseyem2m
https://www.linkedin.com/company/eseye/
https://www.facebook.com/eseyeM2M
https://www.eseye.com
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